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Summary

CVE CVE-2023-3709

State PUBLIC

Assigner security@wordfence.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 03:15:00 UTC

Updated 2023-11-07 04:19:00 UTC

Description The Royal Elementor Addons plugin for WordPress is vulnerable to unauthenticated API key disclosure in versions up to, and including, 1.3.70 due to the plugin adding the API key to the source code of any page running the MailChimp block. This makes it possible for unauthenticated attackers to obtain a site's MailChimp API key. We recommend resetting any MailChimp API keys if running a vulnerable version of this plugin with the MailChimp block enabled as the API key may have been compromised.

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Royal-elementor-addons Royal Elementor Addons All All All All

References

Reference Source Link Tags

403 Forbidden MISC plugins.trac.wordpress.org

Royal Elementor Addons <=1.3.70 - Unauthenticated MailChimp API Key Disclosure MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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284034 Fedora Security Update for chromium (FEDORA-2023-f4954af225)

284062 Fedora Security Update for chromium (FEDORA-2023-6fe7ff3452)
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