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Summary

CVE CVE-2023-37195

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-10 11:15:00 UTC

Updated 2023-10-16 18:31:00 UTC

Description A vulnerability has been identified in SIMATIC CP 1604 (All versions), SIMATIC CP 1616 (All versions), SIMATIC CP 1623 (All versions), SIMATIC CP 1626 (All versions), SIMATIC CP 1628 (All versions). Affected devices insufficiently control continuous mapping of direct memory access (DMA) requests. This could allow local attackers with administrative privileges to cause a denial of service situation on the host. A physical power cycle is required to get the system working again.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Simatic Cp 1604 - All All All

Operating System Siemens Simatic Cp 1604 Firmware - All All All

Hardware Siemens Simatic Cp 1616 - All All All

Operating System Siemens Simatic Cp 1616 Firmware - All All All

Hardware Siemens Simatic Cp 1623 - All All All

Operating System Siemens Simatic Cp 1623 Firmware - All All All

Hardware Siemens Simatic Cp 1626 - All All All

Operating System Siemens Simatic Cp 1626 Firmware - All All All

Hardware Siemens Simatic Cp 1628 - All All All

Operating System Siemens Simatic Cp 1628 Firmware - All All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-784849.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2023-37195/mitre
https://cve.report/CVE-2023-37195/nist
https://cve.report/CVE-2023-37195/cve_org
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1604
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1604_firmware
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1616
http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
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http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1628
http://cve.report/vendor/siemens
http://cve.report/software/siemens/simatic_cp_1628_firmware
https://cert-portal.siemens.com/productcert/pdf/ssa-784849.pdf
https://www.cve.org/CVERecord?id=CVE-2023-37195
https://nvd.nist.gov/vuln/detail/CVE-2023-37195


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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