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CVE CVE-2023-37220

State PUBLIC

Assigner cna@cyber.gov.il

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-03 14:15:00 UTC

Updated 2023-09-07 17:44:00 UTC

Description Synel Terminals - CWE-494: Download of Code Without Integrity Check

Risk And Classification

Problem Types: CWE-494

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Synel Bioentry-w2 - All All All
Operating System Synel Bioentry-w2 Firmware All All All All
Hardware Synel Bioentry P2 - All All All
Operating System Synel Bioentry P2 Firmware All All All All
Hardware Synel Biolite-n2 - All All All
Operating System Synel Biolite-n2 Firmware All All All All
Hardware Synel Sy-711 - All All All
Operating System Synel Sy-711 Firmware All All All All
Hardware Synel Sy-715 - All All All
Operating System Synel Sy-715 Firmware All All All All
Hardware Synel Sy-745 - All All All
Operating System Synel Sy-745 Firmware All All All All
Hardware Synel Sy-7500 - All All All
Operating System Synel Sy-7500 Firmware All All All All
Hardware Synel Sy-751 - All All All
Operating System Synel Sy-751 Firmware All All All All
Hardware Synel Sy-755 - All All All
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Operating System Synel Sy-755 Firmware All All All All
Hardware Synel Sy-765 - All All All
Operating System Synel Sy-765 Firmware All All All All
Hardware Synel Sy-777 - All All All
Operating System Synel Sy-777 Firmware All All All All
Hardware Synel Sy-780 - All All All
Operating System Synel Sy-780 Firmware All All All All
Hardware Synel Sy-785 - All All All
Operating System Synel Sy-785 Firmware All All All All
Hardware Synel Sy-910 - All All All
Operating System Synel Sy-910 Firmware All All All All
Hardware Synel Sy110 Face - All All All
Operating System Synel Sy110 Face Firmware All All All All
Hardware Synel Synergy - All All All
Hardware Synel Synergy/a - All All All
Operating System Synel Synergy/a Firmware All All All All
Hardware Synel Synergy/x - All All All
Operating System Synel Synergy/x Firmware All All All All
Hardware Synel Synergy 10 - All All All
Operating System Synel Synergy 10 Firmware All All All All
Hardware Synel Synergy 5 - All All All
Operating System Synel Synergy 5 Firmware All All All All
Operating System Synel Synergy Firmware All All All All
Hardware Synel Synergy Touch - All All All
Operating System Synel Synergy Touch Firmware All All All All
Reference Source Link Tags

Attention Required! | Cloudflare MISC www.gov.il

CVE Program record CVE.ORG WWW.Ccve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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