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Summary

CVE CVE-2023-37262

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-07 21:15:00 UTC

Updated 2023-07-08 10:25:00 UTC

Description CC: Tweaked is a mod for Minecraft which adds programmable computers, turtles, and more to the game. Prior to versions 1.20.1-1.106.0, 1.19.4-1.106.0, 1.19.2-1.101.3, 1.18.2-1.101.3, and 1.16.5-1.101.3, if the cc-tweaked plugin is running on a Minecraft server hosted on a popular cloud hosting providers, like AWS, GCP, and Azure, those metadata services API endpoints are not forbidden (aka "blacklisted") by default. As such, any player can gain access to sensitive information exposed via those metadata servers, potentially allowing them to pivot or privilege escalate into the hosting provider. Versions 1.20.1-1.106.0, 1.19.4-1.106.0, 1.19.2-1.101.3, 1.18.2-1.101.3, and 1.16.5-1.101.3 contain a fix for this issue.

Risk And Classification

Problem Types: CWE-918

There are no known software configurations currently associated with this CVE in NVD or the CVE Program record.

References

Reference

SSRF to Cloud (AWS, GCP, Azure) Services Metadata Services (IMDS) not Blocked by Default · Advisory · cc-tweaked/CC-Tweaked · GitHub

[Real world security] Http blacklist or similar · Issue #170 · dan200/ComputerCraft · GitHub

github.com/cc-tweaked/CC-Tweaked/blob/96847bb8c28df51e5e49f2dd2978ff6cc4...

Tighten up the $private HTTP rule · cc-tweaked/CC-Tweaked@4bbde8c · GitHub

SSRF to cloud (AWS, GCP, Azure) service metadata services (IMDS) and local IPv6 addresses not blocked by default · Advisory · MightyPirates/OpenComputers · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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