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CasaOs is an open-source Personal Cloud system. Due to a lack of IP address verification an unauthenticated attackers c¢
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Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Application

Application

References

Vendor Product Version Update Edition Language
Icewale Casaos All All All All
Icewale Casaos 0.4.4 alphat All All
Icewale Casaos 0.4.4 alpha2 All All
Icewale Casaos 0.4.4 alpha3 All All
Icewale Casaos 0.4.4 alpha4 All All
Icewale Casaos 0.4.4 alphab All All
Icewhale Casaos All All All All
Icewhale Casaos 0.4.4 alpha1t All All
Icewhale Casaos 0.4.4 alpha2 All All
Icewhale Casaos 0.4.4 alpha3 All All
Icewhale Casaos 0.4.4 alpha4 All All
Icewhale Casaos 0.4.4 alphab All All
Icewhale Casaos-gateway All All All All
Icewhale Casaos-gateway 0.4.4 alphat All All
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Incorrect identification of source IP addresses - Advisory - IceWhaleTech/CasaOS-Gateway - GitHub ~ MISC github.com

Merge pull request from GHSA-vjh7-5r6x-xh6g - IceWhaleTech/CasaOS-Gateway@391dd7f - GitHub  MISC github.com

CVE Program record CVE.ORG www.cve.org canonica
NVD vulnerability detail NVD nvd.nist.gov  canonica
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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