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Summary

CVE CVE-2023-37268

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-14 22:15:00 UTC

Updated 2023-07-28 13:40:00 UTC

Description Warpgate is an SSH, HTTPS and MySQL bastion host for Linux that doesn't need special client apps. When logging in as a user with SSO enabled an attacker may authenticate as an other user. Any user account which does not have a second factor enabled could be compromised. This issue has been addressed in commit `8173f6512a` and in releases starting with version 0.7.3. Users are advised to upgrade. Users unable to upgrade should require their users to use a second factor in authentication.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Warpgate Project Warpgate 0.7.2 All All All

References

Reference Source Link

SSO user can login as another SSO only user · Advisory · warp-tech/warpgate · GitHub MISC github.com

fixed GHSA-868r-97g5-r9g4 - insufficient authentication for SSO users · warp-tech/warpgate@8173f65 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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