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CVE CVE-2023-37369
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Risk And Classification

Published 2023-08-20 07:15:00 UTC
Updated 2023-11-07 04:16:00 UTC
Description In Qt before 5.15.15, 6.x before 6.2.9, and 6.3.x through 6.5.x before 6.5.2, there can be an application crash in QXmlStrea
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Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Application Qt Qt All All All All

References

Reference

[SECURITY] Fedora 38 Update: mingw-qt5-gtbase-5.15.10-4.fc38 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 3539-1] qt4-x11 security update

[SECURITY] Fedora 38 Update: mingw-qt5-gtbase-5.15.10-4.fc38 - package-announce - Fedora Mailing-Lists
Loading...

[SECURITY] Fedora 37 Update: mingw-qt5-gtbase-5.15.10-4.fc37 - package-announce - Fedora Mailing-Lists
codereview.qt-project.org/c/qt/gtbase/+/455027

[SECURITY] Fedora 37 Update: mingw-qt5-gtbase-5.15.10-4.fc37 - package-announce - Fedora Mailing-Lists
CVE Program record

NVD vulnerability detail
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Source

FEDORA

MLIST

MISC

MISC

FEDORA

CVE.ORG

NVD

Link
lists.fedoraproje:
lists.debian.org
lists.fedoraproje:
bugreports.qt.io
lists.fedoraproje:
codereview.qt-p
lists.fedoraproje:
WWW.CVe.org

nvd.nist.gov

Wﬂ

No vendor comments have been submitted for this CVE.
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https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/SZK7EDD4ILPPSQAYO54FANUC4NFYLTHU/
https://bugreports.qt.io/browse/QTBUG-114829
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/O3JR3N3IF5MUSETGYE46OZFOGGPY3VZT/
https://codereview.qt-project.org/c/qt/qtbase/+/455027
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https://www.cve.org/CVERecord?id=CVE-2023-37369
https://nvd.nist.gov/vuln/detail/CVE-2023-37369

Legacy QID Mappings

161064 Oracle Enterprise Linux Security Update for qt5 (ELSA-2023-6369)

161142 Oracle Enterprise Linux Security Update for gt5-qtbase (ELSA-2023-6967)

242300 Red Hat Update for gt5 (RHSA-2023:6369)

242424 Red Hat Update for gt5-qgtbase (RHSA-2023:6967)

284418 Fedora Security Update for qt5 (FEDORA-2023-04d519d0b3)

296105 Oracle Solaris 11.4 Support Repository Update (SRU) 63.157.1 Missing (CPUOCT2023)
6000048 Debian Security Update for qt4-x11 (DLA 3539-1)

673688 EulerOS Security Update for gt5-qtbase (EulerOS-SA-2023-3155)

755524 SUSE Enterprise Linux Security Update for libqt5-qgtbase (SUSE-SU-2023:4951-1)
755526 SUSE Enterprise Linux Security Update for libgt5-qtbase (SUSE-SU-2023:4950-1)
907222 Common Base Linux Mariner (CBL-Mariner) Security Update for gt5-gtbase (27920-1)
941352 AlmaLinux Security Update for gt5 (ALSA-2023:6369)

941424 AlmaLinux Security Update for gt5-gtbase (ALSA-2023:6967)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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