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Summary

CVE CVE-2023-37378

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-03 20:15:00 UTC

Updated 2023-11-07 04:16:00 UTC

Description Nullsoft Scriptable Install System (NSIS) before 3.09 mishandles access control for an uninstaller directory.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nullsoft Nullsoft Scriptable Install System All All All All

References

Reference Source Link Tags

Just a moment... MISC sourceforge.net

Don't allow everyone to delete the uninstaller directory · kichik/nsis@409b584 · GitHub MISC github.com

[SECURITY] Fedora 38 Update: mingw-nsis-3.09-1.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] [DLA 3483-1] nsis security update MLIST lists.debian.org

Use isolated uninstaller temp directory · kichik/nsis@281e285 · GitHub MISC github.com

[SECURITY] Fedora 37 Update: mingw-nsis-3.09-1.fc37 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 38 Update: mingw-nsis-3.09-1.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Changelog and Release Notes MISC nsis.sourceforge.io

Just a moment... MISC sf.net

Don't delete old uninstaller if it points somewhere else · kichik/nsis@c40cf78 · GitHub MISC github.com

[SECURITY] Fedora 37 Update: mingw-nsis-3.09-1.fc37 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

https://cve.report/
https://cve.report/CVE-2023-37378/mitre
https://cve.report/CVE-2023-37378/nist
https://cve.report/CVE-2023-37378/cve_org
https://cve.report/api/cve/CVE-2023-37378.json
https://cve.report/CVE-2023-37378.pdf
http://cve.report/vendor/nullsoft
http://cve.report/software/nullsoft/nullsoft_scriptable_install_system
https://sourceforge.net/p/nsis/news/2023/07/nsis-309-released/
https://github.com/kichik/nsis/commit/409b5841479c44fbf33a6ba97c1146e46f965467
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/OZPAAU57IA3NP6UOUXNBUQBAYK3JB2IM/
https://lists.debian.org/debian-lts-announce/2023/07/msg00005.html
https://github.com/kichik/nsis/commit/281e2851fe669d10e0650fc89d0e7fb74a598967
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/A65FBUMHLZ7GBV3VDKUB5EK3A7X2UUWK/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/OZPAAU57IA3NP6UOUXNBUQBAYK3JB2IM/
https://nsis.sourceforge.io/Docs/AppendixF.html#v3.09
http://sf.net/p/nsis/bugs/1296
https://github.com/kichik/nsis/commit/c40cf78994e74a1a3a381a850c996b251e3277c0
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/A65FBUMHLZ7GBV3VDKUB5EK3A7X2UUWK/
https://www.cve.org/CVERecord?id=CVE-2023-37378
https://nvd.nist.gov/vuln/detail/CVE-2023-37378


No vendor comments have been submitted for this CVE.
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CVE.report and Source URL Uptime Status status.cve.report

284314 Fedora Security Update for mingw (FEDORA-2023-b9ec99605f)

284315 Fedora Security Update for mingw (FEDORA-2023-dfb6cc599f)

6000076 Debian Security Update for nsis (DLA 3483-1)
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