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CVE CVE-2023-37469
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-24 23:15:00 UTC
Updated 2023-08-29 16:09:00 UTC
Description CasaOs is an open-source personal cloud system. Prior to version 0.4.4, if an authenticated user using CasaOS is able to :
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Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Icewhale Casaos All All All All

Reference Source Link '
github.com/IceWhale Tech/CasaOS/blob/96€92842357230098¢771bc4 1fd3baf46189... MISC github.com

Release v0.4.4 - IceWhaleTech/CasaOS - GitHub MISC github.com
github.com/IceWhale Tech/CasaOS/blob/96€92842357230098¢771bc4 1fd3baf46189... MISC github.com
GHSL-2022-119: Arbitrary command execution in CasaOS - CVE-2023-37469 | GitHub Security Lab  MISC securitylab.github.com
Update samba (#1021) - lceWhaleTech/CasaOS@af440ea - GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

q |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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