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Summary

CVE CVE-2023-3766

State PUBLIC

Assigner cna@cloudflare.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-03 15:15:00 UTC

Updated 2023-08-10 14:00:00 UTC

Description A vulnerability was discovered in the odoh-rs rust crate that stems from faulty logic during the parsing of encrypted queries. This issue specifically occurs when processing encrypted query data received from remote clients and enables an attacker with knowledge of this vulnerability to craft and send specially designed encrypted queries to targeted ODOH servers running with odoh-rs. Upon successful exploitation, the server will crash abruptly, disrupting its normal operation and rendering the service temporarily unavailable.

Risk And Classification

Problem Types: CWE-120

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cloudflare Odoh-rs All All All All

References

Reference Source Link

Fix a panic triggered by malformed encrypted message by cjpatton · Pull Request #28 · cloudflare/odoh-rs · GitHub MISC github.com

Invalid Slice Split Results in Server Panic · Advisory · cloudflare/odoh-rs · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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