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Summary

CVE CVE-2023-37860

State PUBLIC

Assigner info@cert.vde.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-09 07:15:00 UTC

Updated 2023-08-25 07:15:00 UTC

Description In PHOENIX CONTACTs WP 6xxx series web panels in versions prior to 4.0.10 a remote unauthenticated attacker can obtain the r/w community string of the SNMPv2 daemon.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Phoenixcontact Wp 6070-wvps - All All All

Operating System Phoenixcontact Wp 6070-wvps Firmware All All All All

Hardware Phoenixcontact Wp 6101-wxps - All All All

Operating System Phoenixcontact Wp 6101-wxps Firmware All All All All

Hardware Phoenixcontact Wp 6121-wxps - All All All

Operating System Phoenixcontact Wp 6121-wxps Firmware All All All All

Hardware Phoenixcontact Wp 6156-whps - All All All

Operating System Phoenixcontact Wp 6156-whps Firmware All All All All

Hardware Phoenixcontact Wp 6185-whps - All All All

Operating System Phoenixcontact Wp 6185-whps Firmware All All All All

Hardware Phoenixcontact Wp 6215-whps - All All All

Operating System Phoenixcontact Wp 6215-whps Firmware All All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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