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Summary

CVE CVE-2023-37912

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-25 18:17:00 UTC

Updated 2023-10-31 18:48:00 UTC

Description XWiki Rendering is a generic Rendering system that converts textual input in a given syntax into another syntax. Prior to version 14.10.6 of `org.xwiki.platform:xwiki-core-rendering-macro-footnotes` and `org.xwiki.platform:xwiki-rendering-macro-footnotes` and prior to version 15.1-rc-1 of `org.xwiki.platform:xwiki-rendering-macro-footnotes`, the footnote macro executed its content in a potentially different context than the one in which it was defined. In particular in combination with the include macro, this allows privilege escalation from a simple user account in XWiki to programming rights and thus remote code execution, impacting the confidentiality, integrity and availability of the whole XWiki installation. This vulnerability has been patched in XWiki 14.10.6 and 15.1-rc-1. There is no workaround apart from upgrading to a fixed version of the footnote macro.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Xwiki Xwiki-rendering All All All All

Application Xwiki Xwiki-rendering 15.0 rc1 All All

References

Reference Source Link Tags

Privilege escalation via the footnote macro · Advisory · xwiki/xwiki-rendering · GitHub MISC github.com

Loading... MISC jira.xwiki.org

XRENDERING-688: Improve footnote rendering (#246) · xwiki/xwiki-rendering@5f558b8 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995714 Java (Maven) Security Update for org.xwiki.platform:xwiki-core-rendering-macro-footnotes (GHSA-35j5-m29r-xfq5)
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