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CVE CVE-2023-37920
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-25 21:15:00 UTC
Updated 2023-08-12 06:16:00 UTC
Description Certifi is a curated collection of Root Certificates for validating the trustworthiness of SSL certificates while verifying the ider

/ ]

1|

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kennethreitz Certifi All All All All

Reference Source Link
[SECURITY] Fedora 38 Update: mingw-python-certifi-2023.7.22-1.fc38 - package-announce - Fedora Mailing-Lists MISC lists.fedoray
Review of e-Tugra's Inclusion in Mozilla’s Root Store MISC groups.goo
Removal of e-Tugra root certificate - Advisory - certifi/python-certifi - GitHub MISC github.com
2023.07.22 - certifi/python-certifi@8fb96ed - GitHub MISC github.com
CVE Program record CVE.ORG www.cve.ol
NVD vulnerability detail NVD nvd.nist.go
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161247 Oracle Enterprise Linux Security Update for fence-agents (ELSA-2023-7753)

161278 Oracle Enterprise Linux Security Update for fence-agents (ELSA-2024-0133)
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https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/5EX6NG7WUFNUKGFHLM35KHHU3GAKXRTG/
https://groups.google.com/a/mozilla.org/g/dev-security-policy/c/C-HrP1SEq1A
https://github.com/certifi/python-certifi/security/advisories/GHSA-xqr8-7jwr-rhp7
https://github.com/certifi/python-certifi/commit/8fb96ed81f71e7097ed11bc4d9b19afd7ea5c909
https://www.cve.org/CVERecord?id=CVE-2023-37920
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http://cve.report/qid/161247
http://cve.report/qid/161278

242345 Hed Hat Update tor fence-agents bug fix, enhancement, and (RHSA-2023:6812)

242488 Red Hat Update for fence-agents (RHSA-2023:7378)

242517 Red Hat Update for fence-agents (RHSA-2023:7528)

242523 Red Hat Update for fence-agents (RHSA-2023:7523)

242574 Red Hat Update for fence-agents (RHSA-2023:7435)

242582 Red Hat Update for fence-agents (RHSA-2023:7753)

242599 Red Hat Update for fence-agents (RHSA-2023:7407)

242603 Red Hat Update for fence-agents (RHSA-2023:7385)

284388 Fedora Security Update for mingw (FEDORA-2023-b88b72e3e1)

330160 IBM AIX Multiple Vulnerabilities (python_advisory7)

355873 Amazon Linux Security Advisory for ca-certificates : ALAS2023-2023-297

356342 Amazon Linux Security Advisory for ca-certificates : AL2012-2023-445

379345 Splunk Enterprise Third Party Package Updates for January 2024 (SVD-2024-0109)

503375 Alpine Linux Security Update for py3-certifi

941505 AlmaLinux Security Update for fence-agents (ALSA-2023:7753)

941539 AlmaLinux Security Update for fence-agents (ALSA-2024:0133)
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