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Summary

CVE CVE-2023-37925

State RESERVED

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-11-28 02:15:00 UTC

Updated 2023-12-04 18:09:00 UTC

Description ** RESERVED ** This candidate has been reserved by an organization or individual that will use it when announcing a new security problem. When the candidate has been publicized, the details for this candidate will be provided.

Risk And Classification

Problem Types: CWE-269

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Zyxel Atp100 - All All All

Hardware Zyxel Atp100w - All All All

Hardware Zyxel Atp200 - All All All

Hardware Zyxel Atp500 - All All All

Hardware Zyxel Atp700 - All All All

Hardware Zyxel Atp800 - All All All

Hardware Zyxel Nwa110ax - All All All

Operating System Zyxel Nwa110ax Firmware All All All All

Hardware Zyxel Nwa1123acv3 - All All All

Operating System Zyxel Nwa1123acv3 Firmware All All All All

Hardware Zyxel Nwa210ax - All All All

Operating System Zyxel Nwa210ax Firmware All All All All

Hardware Zyxel Nwa220ax-6e - All All All

Operating System Zyxel Nwa220ax-6e Firmware All All All All

Hardware Zyxel Nwa50ax - All All All

Hardware Zyxel Nwa50ax-pro - All All All

Operating System Zyxel Nwa50ax-pro Firmware All All All All

https://cve.report/
https://cve.report/CVE-2023-37925/mitre
https://cve.report/CVE-2023-37925/nist
https://cve.report/CVE-2023-37925/cve_org
https://cve.report/CVE-2023-37925.pdf
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp100
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp100w
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp200
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp500
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp700
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/atp800
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa110ax
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa110ax_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa1123acv3
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa1123acv3_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa210ax
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa210ax_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa220ax-6e
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa220ax-6e_firmware
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa50ax
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa50ax-pro
http://cve.report/vendor/zyxel
http://cve.report/software/zyxel/nwa50ax-pro_firmware


Operating System Zyxel Nwa50ax-pro Firmware All All All All

Operating System Zyxel Nwa50ax Firmware All All All All

Hardware Zyxel Nwa55axe - All All All

Operating System Zyxel Nwa55axe Firmware All All All All

Hardware Zyxel Nwa90ax - All All All

Hardware Zyxel Nwa90ax-pro - All All All

Operating System Zyxel Nwa90ax-pro Firmware All All All All

Operating System Zyxel Nwa90ax Firmware All All All All

Hardware Zyxel Usg 20w-vpn - All All All

Hardware Zyxel Usg Flex 100 - All All All

Hardware Zyxel Usg Flex 100w - All All All

Hardware Zyxel Usg Flex 200 - All All All

Hardware Zyxel Usg Flex 50 - All All All

Hardware Zyxel Usg Flex 500 - All All All

Hardware Zyxel Usg Flex 50w - All All All

Hardware Zyxel Usg Flex 700 - All All All

Hardware Zyxel Vpn100 - All All All

Hardware Zyxel Vpn1000 - All All All

Hardware Zyxel Vpn300 - All All All

Hardware Zyxel Vpn50 - All All All

Hardware Zyxel Vpn50w - All All All

Hardware Zyxel Wac500 - All All All

Hardware Zyxel Wac500h - All All All

Operating System Zyxel Wac500h Firmware All All All All

Operating System Zyxel Wac500 Firmware All All All All

Hardware Zyxel Wax510d - All All All

Operating System Zyxel Wax510d Firmware All All All All

Hardware Zyxel Wax610d - All All All

Operating System Zyxel Wax610d Firmware All All All All

Hardware Zyxel Wax620d-6e - All All All

Operating System Zyxel Wax620d-6e Firmware All All All All

Hardware Zyxel Wax630s - All All All

Operating System Zyxel Wax630s Firmware All All All All

Hardware Zyxel Wax640s-6e - All All All

Operating System Zyxel Wax640s-6e Firmware All All All All

Hardware Zyxel Wax650s - All All All
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Operating System Zyxel Wax650s Firmware All All All All

Hardware Zyxel Wax655e - All All All

Operating System Zyxel Wax655e Firmware All All All All

Hardware Zyxel Wbe660s - All All All

Operating System Zyxel Wbe660s Firmware All All All All

Operating System Zyxel Zld All All All All

References

Reference Source Link Tags

www.zyxel.com/global/en/support/security-advisories/zyxel-security-advisory... www.zyxel.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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