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Summary

CVE CVE-2023-38028

State PUBLIC

Assigner cve@cert.org.tw

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-28 05:15:00 UTC

Updated 2023-08-29 23:47:00 UTC

Description Saho’s attendance devices ADM100 and ADM-100FP have insufficient authentication. An unauthenticated remote attacker can exploit this vulnerability to bypass authentication to read system information and operate user's data, 

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Saho Adm-100 - All All All

Hardware Saho Adm-100fp - All All All

Operating System Saho Adm-100fp Firmware q20100602 All All All

Operating System Saho Adm-100fp Firmware t17041702 All All All

Operating System Saho Adm-100fp Firmware t18051803 All All All

Operating System Saho Adm-100fp Firmware t190 All All All

Operating System Saho Adm-100 Firmware 0.0.4.0 All All All

Operating System Saho Adm-100 Firmware 0.0.4.3 All All All

Operating System Saho Adm-100 Firmware 0.0.4.6 All All All

Operating System Saho Adm-100 Firmware 0.0.4.8 All All All

Operating System Saho Adm-100 Firmware q20100602 All All All

Operating System Saho Adm-100 Firmware t17041702 All All All

Operating System Saho Adm-100 Firmware t18051803 All All All

Operating System Saho Adm-100 Firmware t190 All All All
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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