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CVE CVE-2023-38171

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-10-10 18:15:00 UTC

Updated 2023-10-12 22:19:00 UTC

Description Microsoft QUIC Denial of Service Vulnerability

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Microsoft .net All All All All
Application Microsoft Visual Studio 2022 All All All All
Operating System Microsoft Windows 11 22h2 All All All All
Operating System Microsoft Windows Server 2022 - All All All

Reference Source Link Tags

Security Update Guide - Microsoft Security Response Center MISC msrc.microsoft.com

CVE Program record CVE.ORG WWWw.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

503382 Alpine Linux Security Update for dotnet7-build

503383 Alpine Linux Security Update for dotnet7-runtime

503442 Alpine Linux Security Update for dotnet7-build
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http://cve.report/software/microsoft/visual_studio_2022
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https://msrc.microsoft.com/update-guide/vulnerability/CVE-2023-38171
https://www.cve.org/CVERecord?id=CVE-2023-38171
https://nvd.nist.gov/vuln/detail/CVE-2023-38171
http://cve.report/qid/503382
http://cve.report/qid/503383
http://cve.report/qid/503442

503443 Alpine Linux Security Update for dotnet7-runtime

503444 Alpine Linux Security Update for dotnet7-runtime

506023 Alpine Linux Security Update for dotnet7-build

506024 Alpine Linux Security Update for dotnet7-build

506028 Alpine Linux Security Update for dotnet7-runtime

506029 Alpine Linux Security Update for dotnet7-runtime

92069 Microsoft Windows Security Update for October 2023

92071 Microsoft Visual Studio Security Updates for October 2023

92072 Microsoft .NET Security Update for October 2023

995559 DotNet (Nuget) Security Update for Microsoft.Native.Quic.MsQuic.OpenSSL (GHSA-xh5m-8gqp-c5x7)
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