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CVE CVE-2023-38201
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-25 17:15:00 UTC
Updated 2023-11-12 03:15:00 UTC
Description A flaw was found in the Keylime registrar that could allow a bypass of the challenge-response protocol during agent registre
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Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Keylime Keylime All All All All
Operating System Redhat Enterprise Linux 9.0 All All All
Reference

[SECURITY] Fedora 38 Update: keylime-6.6.0-2.fc38 - package-announce - Fedora Mailing-Lists

Challenge-response protocol between Registrar and (untrusted) Agent can be bypassed by an attacker - Advisory - keylime/keylime - GitHub
2222693 — (CVE-2023-38201) CVE-2023-38201 Keylime: challenge-response protocol bypass during agent registration

Fix for CVE-2023-38201 (Security Advisory GHSA-f4r5-q63f-gcww) - keylime/keylime@9e5ac9f - GitHub
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2023-38201/mitre
https://cve.report/CVE-2023-38201/nist
https://cve.report/CVE-2023-38201/cve_org
https://cve.report/api/cve/CVE-2023-38201.json
https://cve.report/CVE-2023-38201.pdf
http://cve.report/vendor/keylime
http://cve.report/software/keylime/keylime
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/ZIZZB5NHNCS5D2AEH3ZAO6OQC72IK7WS/
https://github.com/keylime/keylime/security/advisories/GHSA-f4r5-q63f-gcww
https://bugzilla.redhat.com/show_bug.cgi?id=2222693
https://github.com/keylime/keylime/commit/9e5ac9f25cd400b16d5969f531cee28290543f2a
https://access.redhat.com/security/cve/CVE-2023-38201
https://access.redhat.com/errata/RHSA-2023:5080
https://www.cve.org/CVERecord?id=CVE-2023-38201
https://nvd.nist.gov/vuln/detail/CVE-2023-38201

284728 Fedora Security Update for keylime (FEDORA-2023-ed9922536¢)

941247 AlmalLinux Security Update for keylime (ALSA-2023:5080)
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