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CVE CVE-2023-38204
State PUBLIC
Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-14 08:15:00 UTC
Updated 2023-09-19 02:02:00 UTC
Description Adobe ColdFusion versions 2018u18 (and earlier), 2021u8 (and earlier) and 2023u2 (and earlier) are affected by a Deseria

/ |

1|

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Adobe Coldfusion 2018 - All All
Application Adobe Coldfusion 2018 update1 All All
Application Adobe Coldfusion 2018 update10 All All
Application Adobe Coldfusion 2018 update1 All All
Application Adobe Coldfusion 2018 update12 All All
Application Adobe Coldfusion 2018 update13 All All
Application Adobe Coldfusion 2018 update14 All All
Application Adobe Coldfusion 2018 update15 All All
Application Adobe Coldfusion 2018 update16 All All
Application Adobe Coldfusion 2018 update18 All All
Application Adobe Coldfusion 2018 update2 All All
Application Adobe Coldfusion 2018 update3 All All
Application Adobe Coldfusion 2018 update4 All All
Application Adobe Coldfusion 2018 update5 All All
Application Adobe Coldfusion 2018 update6 All All
Application Adobe Coldfusion 2018 update?7 All All
Application Adobe Coldfusion 2018 update8 All All


https://cve.report/
https://cve.report/CVE-2023-38204/mitre
https://cve.report/CVE-2023-38204/nist
https://cve.report/CVE-2023-38204/cve_org
https://cve.report/api/cve/CVE-2023-38204.json
https://cve.report/CVE-2023-38204.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion
http://cve.report/vendor/adobe
http://cve.report/software/adobe/coldfusion

Application Adobe Coldfusion 2018 update9 All All
Application Adobe Coldfusion 2021 - All All
Application Adobe Coldfusion 2021 update1 All All
Application Adobe Coldfusion 2021 update2 All All
Application Adobe Coldfusion 2021 update3 All All
Application Adobe Coldfusion 2021 update4 All All
Application Adobe Coldfusion 2021 update5 All All
Application Adobe Coldfusion 2021 update6 All All
Application Adobe Coldfusion 2021 update?7 All All
Application Adobe Coldfusion 2021 update8 All All
Application Adobe Coldfusion 2023 - All All
Application Adobe Coldfusion 2023 update1 All All
Application Adobe Coldfusion 2023 update2 All All
Reference Source Link Tags

Adobe Security Bulletin MISC helpx.adobe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

150715 Adobe ColdFusion Remote Code Execution (RCE) Vulnerability (APSB23-47)
378682 Adobe ColdFusion Multiple Vulnerabilities Security Update (APSB23-47)

730842 Adobe ColdFusion Unauthenticated Remote Code Execution (RCE) Vulnerability (APSB23-47) (Unauthenticated Check)
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