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Summary

CVE CVE-2023-38249

State PUBLIC

Assigner psirt@adobe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-13 07:15:00 UTC

Updated 2023-10-14 01:48:00 UTC

Description Adobe Commerce versions 2.4.7-beta1 (and earlier), 2.4.6-p2 (and earlier), 2.4.5-p4 (and earlier) and 2.4.4-p5 (and earlier) are affected by an Improper Neutralization of Special Elements used in an SQL Command ('SQL Injection') vulnerability that could lead in arbitrary code execution by an admin-privilege authenticated attacker. Exploitation of this issue does not require user interaction and attack complexity is high as it requires knowledge of tooling beyond just using the UI.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Commerce 2.3.7 - All All

Application Adobe Commerce 2.3.7 p1 All All

Application Adobe Commerce 2.3.7 p2 All All

Application Adobe Commerce 2.3.7 p3 All All

Application Adobe Commerce 2.3.7 p4 All All

Application Adobe Commerce 2.3.7 p4-ext1 All All

Application Adobe Commerce 2.3.7 p4-ext2 All All

Application Adobe Commerce 2.3.7 p4-ext3 All All

Application Adobe Commerce 2.3.7 p4-ext4 All All

Application Adobe Commerce 2.4.0 - All All

Application Adobe Commerce 2.4.0 ext-1 All All

Application Adobe Commerce 2.4.0 ext-2 All All

Application Adobe Commerce 2.4.0 ext-3 All All

Application Adobe Commerce 2.4.0 ext-4 All All

Application Adobe Commerce 2.4.1 - All All

Application Adobe Commerce 2.4.1 ext-1 All All

Application Adobe Commerce 2.4.1 ext-2 All All
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Application Adobe Commerce 2.4.1 ext-2 All All

Application Adobe Commerce 2.4.1 ext-3 All All

Application Adobe Commerce 2.4.1 ext-4 All All

Application Adobe Commerce 2.4.2 - All All

Application Adobe Commerce 2.4.2 ext-1 All All

Application Adobe Commerce 2.4.2 ext-2 All All

Application Adobe Commerce 2.4.2 ext-3 All All

Application Adobe Commerce 2.4.2 ext-4 All All

Application Adobe Commerce 2.4.3 - All All

Application Adobe Commerce 2.4.3 ext-1 All All

Application Adobe Commerce 2.4.3 ext-2 All All

Application Adobe Commerce 2.4.3 ext-3 All All

Application Adobe Commerce 2.4.3 ext-4 All All

Application Adobe Commerce 2.4.4 - All All

Application Adobe Commerce 2.4.4 p1 All All

Application Adobe Commerce 2.4.4 p2 All All

Application Adobe Commerce 2.4.4 p3 All All

Application Adobe Commerce 2.4.4 p4 All All

Application Adobe Commerce 2.4.4 p5 All All

Application Adobe Commerce 2.4.5 - All All

Application Adobe Commerce 2.4.5 p1 All All

Application Adobe Commerce 2.4.5 p2 All All

Application Adobe Commerce 2.4.5 p3 All All

Application Adobe Commerce 2.4.5 p4 All All

Application Adobe Commerce 2.4.5 p5 All All

Application Adobe Commerce 2.4.6 - All All

Application Adobe Commerce 2.4.6 p1 All All

Application Adobe Commerce 2.4.6 p2 All All

Application Adobe Commerce 2.4.7 b1 All All

Application Adobe Magento 2.4.4 - All All

Application Adobe Magento 2.4.4 p1 All All

Application Adobe Magento 2.4.4 p2 All All

Application Adobe Magento 2.4.4 p3 All All

Application Adobe Magento 2.4.5 - All All

Application Adobe Magento 2.4.5 p1 All All

Application Adobe Magento 2.4.5 p2 All All
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Application Adobe Magento 2.4.5 p3 All All

Application Adobe Magento 2.4.5 p4 All All

Application Adobe Magento 2.4.6 - All All

Application Adobe Magento 2.4.6 p1 All All

Application Adobe Magento 2.4.6 p2 All All

Application Adobe Magento 2.4.7 b1 All All

References

Reference Source Link Tags

Adobe Security Bulletin MISC helpx.adobe.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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