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Summary

CVE CVE-2023-38325

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-14 20:15:00 UTC

Updated 2023-11-07 04:17:00 UTC

Description The cryptography package before 41.0.2 for Python mishandles SSH certificates that have critical options.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cryptography Project Cryptography All All All All

References

Reference Source Link

CVE-2023-38325 Python Vulnerability in NetApp Products | NetApp Product Security CONFIRM security.netapp.com

[SECURITY] Fedora 38 Update: python-yfinance-0.2.28-4.fc38 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Comparing 41.0.1...41.0.2 · pyca/cryptography · GitHub MISC github.com

cryptography · PyPI MISC pypi.org

SSH certificate encoding/parsing incompatibility with OpenSSH · Issue #9207 · pyca/cryptography · GitHub MISC github.com

Fix encoding of SSH certs with critical options by lkubb · Pull Request #9208 · pyca/cryptography · GitHub MISC github.com

[SECURITY] Fedora 38 Update: python-yfinance-0.2.28-4.fc38 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2023-38325/mitre
https://cve.report/CVE-2023-38325/nist
https://cve.report/CVE-2023-38325/cve_org
https://cve.report/api/cve/CVE-2023-38325.json
https://cve.report/CVE-2023-38325.pdf
http://cve.report/vendor/cryptography_project
http://cve.report/software/cryptography_project/cryptography
https://security.netapp.com/advisory/ntap-20230824-0010/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/NMCCTYY3CSNQBFFYYC5DAV6KATHWCUZK/
https://github.com/pyca/cryptography/compare/41.0.1...41.0.2
https://pypi.org/project/cryptography/#history
https://github.com/pyca/cryptography/issues/9207
https://github.com/pyca/cryptography/pull/9208
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NMCCTYY3CSNQBFFYYC5DAV6KATHWCUZK/
https://www.cve.org/CVERecord?id=CVE-2023-38325
https://nvd.nist.gov/vuln/detail/CVE-2023-38325
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CVE.report and Source URL Uptime Status status.cve.report

284434 Fedora Security Update for python (FEDORA-2023-2b0f2e4bc3)

285299 Fedora Security Update for python (FEDORA-2023-31d5d51a2d)

506173 Alpine Linux Security Update for py3-cryptography
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