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Summary

CVE CVE-2023-38344

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-21 21:15:00 UTC

Updated 2023-09-25 17:04:00 UTC

Description An issue was discovered in Ivanti Endpoint Manager before 2022 SU4. A file disclosure vulnerability exists in the GetFileContents SOAP action exposed via /landesk/managementsuite/core/core.secure/OsdScript.asmx. The application does not sufficiently restrict user-supplied paths, allowing for an authenticated attacker to read arbitrary files from a remote system, including the private key used to authenticate to agents for remote access.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ivanti Endpoint Manager All All All All

Application Ivanti Endpoint Manager 2022 - All All

Application Ivanti Endpoint Manager 2022 su1 All All

Application Ivanti Endpoint Manager 2022 su2 All All

Application Ivanti Endpoint Manager 2022 su3 All All

References

Reference Source Link Tags

Product Releases & Updates | Ivanti MISC www.ivanti.com

CVE-2023-38344 - Local File Disclosure · GitHub MISC gist.github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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