VE-2023-38432

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2023-38432
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-18 00:15:00 UTC
Updated 2023-08-31 19:15:00 UTC
Description An issue was discovered in the Linux kernel before 6.3.10. fs/smb/server/smb2misc.c in ksmbd does not validate the relatic

/ |

1|

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel All All All All
Reference Source Link Tags
kernel/git/torvalds/linux.git - Linux kernel source tree MISC git.kernel.org
cdn.kernel.org/pub/linux/kernel/v6.x/ChangelLog-6.3.10 MISC cdn.kernel.org

CVE-2023-38432 Linux Kernel Vulnerability in NetApp Products | NetApp Product Security CONFIRM  security.netapp.com
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, ar

L]

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199651 Ubuntu Security Notification for Linux kernel (OEM) Vulnerabilities (USN-6285-1)
199809 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6416-1)

199814 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6416-2)



https://cve.report/
https://cve.report/CVE-2023-38432/mitre
https://cve.report/CVE-2023-38432/nist
https://cve.report/CVE-2023-38432/cve_org
https://cve.report/CVE-2023-38432.pdf
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
https://git.kernel.org/pub/scm/linux/kernel/git/torvalds/linux.git/commit/fs/smb/server?id=2b9b8f3b68edb3d67d79962f02e26dbb5ae3808d
https://cdn.kernel.org/pub/linux/kernel/v6.x/ChangeLog-6.3.10
https://security.netapp.com/advisory/ntap-20230831-0002/
https://www.cve.org/CVERecord?id=CVE-2023-38432
https://nvd.nist.gov/vuln/detail/CVE-2023-38432
http://cve.report/qid/199651
http://cve.report/qid/199809
http://cve.report/qid/199814

199840 Ubuntu Security Notification for Linux kernel (Raspberry Pi) Vulnerabilities (USN-6416-3)

199844 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-6445-1)

199858 Ubuntu Security Notification for Linux kernel (Intel loTG) Vulnerabilities (USN-6445-2)

199879 Ubuntu Security Notification for Linux kernel Vulnerabilities (USN-6464-1)

199883 Ubuntu Security Notification for Linux kernel (NVIDIA) Vulnerabilities (USN-6466-1)

199957 Ubuntu Security Notification for Linux kernel (StarFive) Vulnerabilities (USN-6520-1)

907140 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27512-1)

907189 Common Base Linux Mariner (CBL-Mariner) Security Update for kernel (27540-1)

907214 Common Base Linux Mariner (CBL-Mariner) Security Update for hyperv-daemons (27642-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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