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Summary

CVE CVE-2023-38485

State PUBLIC

Assigner security-alert@hpe.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 18:15:00 UTC

Updated 2023-09-15 17:40:00 UTC

Description Vulnerabilities exist in the BIOS implementation of Aruba 9200 and 9000 Series Controllers and Gateways that could allow an attacker to execute arbitrary code early in the boot sequence. An attacker could exploit this vulnerability to gain access to and change underlying sensitive information in the affected controller leading to complete system compromise.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Arubanetworks 9004 - All All All

Hardware Arubanetworks 9004-lte - All All All

Hardware Arubanetworks 9012 - All All All

Hardware Arubanetworks 9240 - All All All

Operating System Arubanetworks Arubaos All All All All

References

Reference Source Link Tags

Access Denied MISC www.arubanetworks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

44107 Hewlett Packard Enterprise (HPE) ArubaOS Multiple Security Vulnerabilities (ARUBA-PSA-2023-014)
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