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Summary

CVE CVE-2023-38489

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-27 15:15:00 UTC

Updated 2023-08-03 13:28:00 UTC

Description Kirby is a content management system. A vulnerability in versions prior to 3.5.8.3, 3.6.6.3, 3.7.5.2, 3.8.4.1, and 3.9.6 affects all Kirby sites with user accounts (unless Kirby's API and Panel are disabled in the config). It can only be abused if a Kirby user is logged in on a device or browser that is shared with potentially untrusted users or if an attacker already maliciously used a previous password to log in to a Kirby site as the affected user. 

Risk And Classification

Problem Types: CWE-613

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getkirby Kirby All All All All

References

Reference Source Link Tags

Release 3.5.8.3 · getkirby/kirby · GitHub MISC github.com

Release 3.6.6.3 · getkirby/kirby · GitHub MISC github.com

Invalidate session on password change · getkirby/kirby@7a0a201 · GitHub MISC github.com

Release 3.8.4.1 · getkirby/kirby · GitHub MISC github.com

Insufficient Session Expiration after a password change · Advisory · getkirby/kirby · GitHub MISC github.com

Release 3.7.5.2 · getkirby/kirby · GitHub MISC github.com

Release 3.9.6 · getkirby/kirby · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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