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Summary

CVE CVE-2023-38491

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-27 16:15:00 UTC

Updated 2023-08-03 13:35:00 UTC

Description Kirby is a content management system. A vulnerability in versions prior to 3.5.8.3, 3.6.6.3, 3.7.5.2, 3.8.4.1, and 3.9.6 affects all Kirby sites that might have potential attackers in the group of authenticated Panel users or that allow external visitors to upload an arbitrary file to the content folder. Kirby sites are not affected if they don't allow file uploads for untrusted users or visitors or if the file extensions of uploaded files are limited to a fixed safe list. The attack requires user interaction by another user or visitor and cannot be automated. 

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Getkirby Kirby All All All All

References

Reference Source Link Tags

Release 3.5.8.3 · getkirby/kirby · GitHub MISC github.com

Release 3.6.6.3 · getkirby/kirby · GitHub MISC github.com

Release 3.8.4.1 · getkirby/kirby · GitHub MISC github.com

Cross-site scripting (XSS) from MIME type auto-detection of uploaded files · Advisory · getkirby/kirby · GitHub MISC github.com

Release 3.7.5.2 · getkirby/kirby · GitHub MISC github.com

Fix MIME detection vulnerability · getkirby/kirby@2f06ba1 · GitHub MISC github.com

Release 3.9.6 · getkirby/kirby · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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