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Summary

CVE CVE-2023-38494

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-04 16:15:00 UTC

Updated 2023-08-08 20:24:00 UTC

Description MeterSphere is an open-source continuous testing platform. Prior to version 2.10.4 LTS, some interfaces of the Cloud version of MeterSphere do not have configuration permissions, and are sensitively leaked by attackers. Version 2.10.4 LTS contains a patch for this issue.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Metersphere Metersphere All All All All

References

Reference Source Link Tags

cloud版MeterSphere接口未做鉴权泄露部分敏感数据 · Advisory · metersphere/metersphere · GitHub MISC github.com

fix: 增加用户组接口的权限校验 · metersphere/metersphere@a23f75d · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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