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Summary

CVE CVE-2023-38508

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-24 23:15:00 UTC

Updated 2023-08-30 18:23:00 UTC

Description Tuleap is an open source suite to improve management of software developments and collaboration. In Tuleap Community Edition prior to version 14.11.99.28 and Tuleap Enterprise Edition prior to versions 14.10-6 and 14.11-3, the preview of an artifact link with a type does not respect the project, tracker and artifact level permissions. The issue occurs on the artifact view (not reproducible on the artifact modal). Users might get access to information they should not have access to. Only the title, status, assigned to and last update date fields as defined by the semantics are impacted. If those fields have strict permissions (e.g. the title is only visible to a specific user group) those permissions are still enforced. Tuleap Community Edition 14.11.99.28, Tuleap Enterprise Edition 14.10-6, and Tuleap Enterprise Edition 14.11-3 contain a fix for this issue.

Risk And Classification

Problem Types: CWE-862

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Enalean Tuleap All All All All

Application Enalean Tuleap All All All All

References

Reference Source Link Tags

Preview of a linked artifact with a type does not respect permissions · Advisory · Enalean/tuleap · GitHub MISC github.com

Git - Tuleap MISC tuleap.net

Preview of a linked artifact with a type does not respect permis - request #33608 - Requests - Tuleap MISC tuleap.net

Fixes request #33608: Preview of a linked artifact with a type does n… · Enalean/tuleap@307c1c8 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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