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Summary

CVE CVE-2023-38555

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-26 08:15:00 UTC

Updated 2023-08-03 15:10:00 UTC

Description Authentication bypass vulnerability in Fujitsu network devices Si-R series and SR-M series allows a network-adjacent unauthenticated attacker to obtain, change, and/or reset configuration settings of the affected products. Affected products and versions are as follows: Si-R 30B all versions, Si-R 130B all versions, Si-R 90brin all versions, Si-R570B all versions, Si-R370B all versions, Si-R220D all versions, Si-R G100 V02.54 and earlier, Si-R G200 V02.54 and earlier, Si-R G100B V04.12 and earlier, Si-R G110B V04.12 and earlier, Si-R G200B V04.12 and earlier, Si-R G210 V20.52 and earlier, Si-R G211 V20.52 and earlier, Si-R G120 V20.52 and earlier, Si-R G121 V20.52 and earlier, and SR-M 50AP1 all versions.

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Fujitsu Si-r220d - All All All

Operating System Fujitsu Si-r220d Firmware All All All All

Hardware Fujitsu Si-r370b - All All All

Operating System Fujitsu Si-r370b Firmware All All All All

Hardware Fujitsu Si-r570b - All All All

Operating System Fujitsu Si-r570b Firmware All All All All

Hardware Fujitsu Si-r 130b - All All All

Operating System Fujitsu Si-r 130b Firmware All All All All

Hardware Fujitsu Si-r 30b - All All All

Operating System Fujitsu Si-r 30b Firmware All All All All

Hardware Fujitsu Si-r 90brin - All All All

Operating System Fujitsu Si-r 90brin Firmware All All All All

Hardware Fujitsu Si-r G100 - All All All

Hardware Fujitsu Si-r G100b - All All All

Operating System Fujitsu Si-r G100b Firmware All All All All

Operating System Fujitsu Si-r G100 Firmware All All All All

Hardware Fujitsu Si-r G110b - All All All
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Hardware Fujitsu Si-r G110b - All All All

Operating System Fujitsu Si-r G110b Firmware All All All All

Hardware Fujitsu Si-r G120 - All All All

Operating System Fujitsu Si-r G120 Firmware All All All All

Hardware Fujitsu Si-r G121 - All All All

Operating System Fujitsu Si-r G121 Firmware All All All All

Hardware Fujitsu Si-r G200 - All All All

Hardware Fujitsu Si-r G200b - All All All

Operating System Fujitsu Si-r G200b Firmware All All All All

Operating System Fujitsu Si-r G200 Firmware All All All All

Hardware Fujitsu Si-r G210 - All All All

Operating System Fujitsu Si-r G210 Firmware All All All All

Hardware Fujitsu Si-r G211 - All All All

Operating System Fujitsu Si-r G211 Firmware All All All All

Hardware Fujitsu Sr-m 50ap1 - All All All

Operating System Fujitsu Sr-m 50ap1 Firmware All All All All

References

Reference Source Link

Si-Rシリーズ/SR-M50AP1　Web管理インタフェースにおける脆弱性について : 富士通 MISC www.fujitsu.com

JVNVU#96643580: Fujitsu network devices Si-R series and SR-M series vulnerable to authentication bypass MISC jvn.jp

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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