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Summary

CVE CVE-2023-38556

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-02 08:15:00 UTC

Updated 2023-08-07 19:24:00 UTC

Description Improper input validation vulnerability in SEIKO EPSON printer Web Config allows a remote attacker to turned off the printer. [Note] Web Config is the software that allows users to check the status and change the settings of SEIKO EPSON printers via a web browser. Web Config is pre-installed in some printers provided by SEIKO EPSON CORPORATION. For the details of the affected product names/model numbers, refer to the information provided by the vendor.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Epson Ep-801a - All All All

Operating System Epson Ep-801a Firmware - All All All

Hardware Epson Ep-802a - All All All

Operating System Epson Ep-802a Firmware - All All All

Hardware Epson Ep-901a - All All All

Operating System Epson Ep-901a Firmware - All All All

Hardware Epson Ep-901f - All All All

Operating System Epson Ep-901f Firmware - All All All

Hardware Epson Ep-902a - All All All

Operating System Epson Ep-902a Firmware - All All All

Hardware Epson Pa-tcu1 - All All All

Operating System Epson Pa-tcu1 Firmware - All All All

Hardware Epson Pm-t960 - All All All

Operating System Epson Pm-t960 Firmware - All All All

Hardware Epson Pm-t990 - All All All

Operating System Epson Pm-t990 Firmware - All All All

Hardware Epson Px-201 - All All All
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Hardware Epson Px-201 - All All All

Operating System Epson Px-201 Firmware - All All All

Hardware Epson Px-502a - All All All

Operating System Epson Px-502a Firmware - All All All

Hardware Epson Px-601f - All All All

Operating System Epson Px-601f Firmware - All All All

Hardware Epson Px-602f - All All All

Operating System Epson Px-602f Firmware - All All All

References

Reference Source Link Tags

プリンター製品のWeb Configにおける脆弱性について｜サポート&ダウンロード｜エプソン MISC www.epson.jp

JVN#61337171: SEIKO EPSON printer Web Config vulnerable to denial-of-service (DoS) MISC jvn.jp

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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