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Summary

CVE CVE-2023-38692

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-04 18:15:00 UTC

Updated 2023-08-09 13:19:00 UTC

Description CloudExplorer Lite is an open source, lightweight cloud management platform. Versions prior to 1.3.1 contain a command injection vulnerability in the installation function in module management. The vulnerability has been fixed in v1.3.1. There are no known workarounds aside from upgrading.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Fit2cloud Cloudexplorer Lite All All All All

References

Reference

Release v1.3.1 · CloudExplorer-Dev/CloudExplorer-Lite · GitHub

github.com/CloudExplorer-Dev/CloudExplorer-Lite/blob/v1.3.0/framework/ma...

Command injection vulnerability in module management function in CloudExplorer Lite · Advisory · CloudExplorer-Dev/CloudExplorer-Lite · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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