
CVE-2023-39279
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2023-39279

State PUBLIC

Assigner PSIRT@sonicwall.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-17 23:15:00 UTC

Updated 2023-10-19 16:44:00 UTC

Description SonicOS post-authentication Stack-Based Buffer Overflow vulnerability in the getPacketReplayData.json URL endpoint leads to a firewall crash.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sonicwall Nsa2700 - All All All

Hardware Sonicwall Nsa3700 - All All All

Hardware Sonicwall Nsa4700 - All All All

Hardware Sonicwall Nsa5700 - All All All

Hardware Sonicwall Nsa6700 - All All All

Hardware Sonicwall Nsa 2600 - All All All

Hardware Sonicwall Nsa 2650 - All All All

Hardware Sonicwall Nsa 3600 - All All All

Hardware Sonicwall Nsa 3650 - All All All

Hardware Sonicwall Nsa 4600 - All All All

Hardware Sonicwall Nsa 4650 - All All All

Hardware Sonicwall Nsa 5600 - All All All

Hardware Sonicwall Nsa 5650 - All All All

Hardware Sonicwall Nsa 6600 - All All All

Hardware Sonicwall Nsa 6650 - All All All

Hardware Sonicwall Nssp10700 - All All All

Hardware Sonicwall Nssp11700 - All All All
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Hardware Sonicwall Nssp11700 - All All All

Hardware Sonicwall Nssp13700 - All All All

Hardware Sonicwall Nssp15700 - All All All

Hardware Sonicwall Nsv10 - All All All

Hardware Sonicwall Nsv100 - All All All

Hardware Sonicwall Nsv1600 - All All All

Hardware Sonicwall Nsv200 - All All All

Hardware Sonicwall Nsv25 - All All All

Hardware Sonicwall Nsv270 - All All All

Hardware Sonicwall Nsv300 - All All All

Hardware Sonicwall Nsv400 - All All All

Hardware Sonicwall Nsv470 - All All All

Hardware Sonicwall Nsv50 - All All All

Hardware Sonicwall Nsv800 - All All All

Hardware Sonicwall Nsv870 - All All All

Hardware Sonicwall Sm 9200 - All All All

Hardware Sonicwall Sm 9250 - All All All

Hardware Sonicwall Sm 9400 - All All All

Hardware Sonicwall Sm 9450 - All All All

Hardware Sonicwall Sm 9600 - All All All

Hardware Sonicwall Sm 9650 - All All All

Hardware Sonicwall Sohow - All All All

Hardware Sonicwall Soho 250 - All All All

Hardware Sonicwall Soho 250w - All All All

Operating System Sonicwall Sonicos All All All All

Hardware Sonicwall Tz270 - All All All

Hardware Sonicwall Tz270w - All All All

Hardware Sonicwall Tz370 - All All All

Hardware Sonicwall Tz370w - All All All

Hardware Sonicwall Tz470 - All All All

Hardware Sonicwall Tz470w - All All All

Hardware Sonicwall Tz570 - All All All

Hardware Sonicwall Tz570p - All All All

Hardware Sonicwall Tz570w - All All All

Hardware Sonicwall Tz670 - All All All

Hardware Sonicwall Tz 300 - All All All

http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nssp13700
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nssp15700
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv10
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv100
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv1600
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv200
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv25
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv270
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv300
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv400
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv470
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv50
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv800
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/nsv870
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9200
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9250
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9400
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9450
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9600
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sm_9650
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sohow
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/soho_250
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/soho_250w
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/sonicos
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz270
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz270w
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz370
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz370w
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz470
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz470w
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz570
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz570p
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz570w
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz670
http://cve.report/vendor/sonicwall
http://cve.report/software/sonicwall/tz_300


Hardware Sonicwall Tz 300p - All All All

Hardware Sonicwall Tz 300w - All All All

Hardware Sonicwall Tz 350 - All All All

Hardware Sonicwall Tz 400 - All All All

Hardware Sonicwall Tz 400w - All All All

Hardware Sonicwall Tz 500 - All All All

Hardware Sonicwall Tz 500w - All All All

Hardware Sonicwall Tz 600 - All All All

Hardware Sonicwall Tz 600p - All All All

References

Reference Source Link Tags

Security Advisory MISC psirt.global.sonicwall.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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