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CVE CVE-2023-39332
State PUBLIC
Assigner support@hackerone.com

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2023-10-18 04:15:00 UTC
Updated 2023-11-17 19:08:00 UTC
Description Various “node:fs’ functions allow specifying paths as either strings or "Uint8Array" objects. In Node.js environments, the "Bt
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Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Operating System Fedoraproject Fedora 39 All All
Application Nodejs Node.js All All All

Language
All

All

References

Reference Source
security.netapp.com/advisory/ntap-20231116-0009

[SECURITY] Fedora 37 Update: nodejs20-20.8.1-1.fc37 - package-announce - Fedora Mailing-Lists MISC
[SECURITY] Fedora 38 Update: nodejs20-20.8.1-1.fc38 - package-announce - Fedora Mailing-Lists MISC

[SECURITY] Fedora 39 Update: nodejs20-20.8.1-1.fc39 - package-announce - Fedora Mailing-Lists MISC

HackerOne MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Link Te
security.netapp.com Tt
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
hackerone.com
WWW.cve.org ce

nvd.nist.gov ce

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

161192 Oracle Enterprise Linux Security Update for nodejs:20 (ELSA-2023-7205)


https://cve.report/
https://cve.report/CVE-2023-39332/mitre
https://cve.report/CVE-2023-39332/nist
https://cve.report/CVE-2023-39332/cve_org
https://cve.report/CVE-2023-39332.pdf
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/nodejs
http://cve.report/software/nodejs/node.js
https://security.netapp.com/advisory/ntap-20231116-0009/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/LKYHSZQFDNR7RSA7LHVLLIAQMVYCUGBG/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/FNA62Q767CFAFHBCDKYNPBMZWB7TWYVU/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3N4NJ7FR4X4FPZUGNTQAPSTVB2HB2Y4A/
https://hackerone.com/reports/2199818
https://www.cve.org/CVERecord?id=CVE-2023-39332
https://nvd.nist.gov/vuln/detail/CVE-2023-39332
http://cve.report/qid/161192

242429 Red Hat Update for nodejs:20 (RHSA-2023:7205)

284672 Fedora Security Update for nodejs20 (FEDORA-2023-f66fc0f62a)

284673 Fedora Security Update for nodejs20 (FEDORA-2023-4d2fd884ea)

285187 Fedora Security Update for nodejs20 (FEDORA-2023-7b52921cae)

296106 Oracle Solaris 11.4 Support Repository Update (SRU) 64.157.2 Missing (CPUOCT2023)

378951 Node.js Multiple Security Vulnerabilties (October 13, 2023 Security Release)

503388 Alpine Linux Security Update for nodejs-current

506129 Alpine Linux Security Update for nodejs-current

941479 AlmaLinux Security Update for nodejs:20 (ALSA-2023:7205)

961085 Rocky Linux Security Update for nodejs:20 (RLSA-2023:7205)
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