CVE

State

Assigner
Source Priority
Published
Updated

Description

/

VE-202

MITRE NVD CVE.ORG

CVE-2023-39341

PUBLIC

vultures@jpcert.or.jp

CVE Program / NVD first with legacy fallback

2023-08-09 03:15:00 UTC

2023-11-07 04:17:00 UTC

-39341

JSON API Print: PDF 1)

"FFRI yarai", "FFRI yarai Home and Business Edition" and their OEM products handle exceptional conditions improperly, w

Risk And Classification

1|

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor
Ffri

Ffri

Ffri

Ffri

Nec

Nec
Skygroup
Skygroup
Skygroup
Skygroup
Soliton
Soliton

Soliton

Product

Dual Safe

Ffri Yarai

Ffri Yarai

Ffri Yarai

Actsecure X Managed Security Service
Actsecure X Managed Security Service
Edr Plus Pack

Edr Plus Pack

Edr Plus Pack Cloud

Edr Plus Pack Cloud

Infotrace Mark li Malware Protection
Zerona

Zerona Plus

Version

1.41

1.4.0

3.5.0

All

All

3.5.0

All

All

All

All

Update
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All

All

References

Reference

FEDRTS R\ 5 KU FEDRTS ZX/\w 7 Clouda ICEHE L TLIBFFRI yaraiDhEsstE (CVE-2023-39341) | ITzFaUF 43K E !


https://cve.report/
https://cve.report/CVE-2023-39341/mitre
https://cve.report/CVE-2023-39341/nist
https://cve.report/CVE-2023-39341/cve_org
https://cve.report/api/cve/CVE-2023-39341.json
https://cve.report/CVE-2023-39341.pdf
http://cve.report/vendor/ffri
http://cve.report/software/ffri/dual_safe
http://cve.report/vendor/ffri
http://cve.report/software/ffri/ffri_yarai
http://cve.report/vendor/ffri
http://cve.report/software/ffri/ffri_yarai
http://cve.report/vendor/ffri
http://cve.report/software/ffri/ffri_yarai
http://cve.report/vendor/nec
http://cve.report/software/nec/actsecure_x_managed_security_service
http://cve.report/vendor/nec
http://cve.report/software/nec/actsecure_x_managed_security_service
http://cve.report/vendor/skygroup
http://cve.report/software/skygroup/edr_plus_pack
http://cve.report/vendor/skygroup
http://cve.report/software/skygroup/edr_plus_pack
http://cve.report/vendor/skygroup
http://cve.report/software/skygroup/edr_plus_pack_cloud
http://cve.report/vendor/skygroup
http://cve.report/software/skygroup/edr_plus_pack_cloud
http://cve.report/vendor/soliton
http://cve.report/software/soliton/infotrace_mark_ii_malware_protection
http://cve.report/vendor/soliton
http://cve.report/software/soliton/zerona
http://cve.report/vendor/soliton
http://cve.report/software/soliton/zerona_plus
https://www.skyseaclientview.net/news/230807_01/

JVN#42527152: "FFRI yarai" and "FFRI yarai Home and Business Edition" handle exceptional conditions improperly
T —E (D% Powered by FFRI yarai s MiES5tEEIEERTICAT 25515 H(2023.08.07)HTMLY 1 RIL | Y—RARI X FEEYR—+
[EE] HRORHHEND | MREMFFRIEF2UT - BA)N\—EFaUFs, IVRRAY bEFaUT«
a4 4~ |NEC
[EZ] Zerona BEFHT T(RIVD = 7HHIIRIVDT = 7RI —IHELE T BIBELCONT | YR-F [ YU RV RFLX
CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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