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A heap buffer overflow vulnerability in Wibu CodeMeter Runtime network service up to version 7.60b allows an unauthentic
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)
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Application
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Application
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Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Phoenixcontact Activation Wizard All All All All
Phoenixcontact E-mobility Charging Suite All All All All
Phoenixcontact FI Network Manager All All All All
Phoenixcontact lol-conf All All All All
Phoenixcontact Module Type Package Designer All All All All
Phoenixcontact Module Type Package Designer 1.2.0 beta All All
Phoenixcontact Plcnext Engineer All All All All
Trumpf Oseon All All All All
Trumpf Programmingtube All All All All
Trumpf Teczonebend All All All All
Trumpf Topscalculation All All All All
Trumpf Tops Unfold 05.03.00.00 All All All
Trumpf Trumpflicenseexpert All All All All
Trumpf Trutops All All All All
Trumpf Trutopsboost All All All All
Trumpf Trutopsfab All All All All
Trumpf Trutopsfab Storage Smallstore All All All All
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Application Trumpf Trutopsprint All All All All
Application Trumpf Trutopsprintmultilaserassistant All All All All
Application Trumpf Trutopsweld All All All All
Application Trumpf Trutops Cell Classic All All All All
Application Trumpf Trutops Cell Sw48 All All All All
Application Trumpf Trutops Mark 3d All All All All
Application Trumpf Tubedesign All All All All
Application Wibu Codemeter Runtime All All All All
Reference Source Link Tags
VDE-2023-031 | CERT@VDE MISC cert.vde.com
VDE-2023-030 | CERT@VDE MISC cert.vde.com
cdn.wibu.com/fileadmin/wibu_downloads/security_advisories/AdvisoryWIBU-230... MISC cdn.wibu.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378873 Wibu-Systems CodeMeter Runtime Heap Buffer Overflow Vulnerability

591427 Wibu-Systems CodeMeter Runtime Heap Buffer Overflow Vulnerability
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