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Summary

CVE CVE-2023-39429

State PUBLIC

Assigner vultures@jpcert.or.jp

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-03 01:15:00 UTC

Updated 2023-10-04 17:08:00 UTC

Description Cross-site scripting vulnerability in FURUNO SYSTEMS wireless LAN access point devices allows an authenticated user to inject an arbitrary script via a crafted configuration. Affected products and versions are as follows: ACERA 1210 firmware ver.02.36 and earlier, ACERA 1150i firmware ver.01.35 and earlier, ACERA 1150w firmware ver.01.35 and earlier, ACERA 1110 firmware ver.01.76 and earlier, ACERA 1020 firmware ver.01.86 and earlier, ACERA 1010 firmware ver.01.86 and earlier, ACERA 950 firmware ver.01.60 and earlier, ACERA 850F firmware ver.01.60 and earlier, ACERA 900 firmware ver.02.54 and earlier, ACERA 850M firmware ver.02.06 and earlier, ACERA 810 firmware ver.03.74 and earlier, and ACERA 800ST firmware ver.07.35 and earlier. They are affected when running in ST(Standalone) mode.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Furunosystems Acera 1010 - All All All

Operating System Furunosystems Acera 1010 Firmware All All All All

Hardware Furunosystems Acera 1020 - All All All

Operating System Furunosystems Acera 1020 Firmware All All All All

Hardware Furunosystems Acera 1110 - All All All

Operating System Furunosystems Acera 1110 Firmware All All All All

Hardware Furunosystems Acera 1150i - All All All

Operating System Furunosystems Acera 1150i Firmware All All All All

Hardware Furunosystems Acera 1150w - All All All

Operating System Furunosystems Acera 1150w Firmware All All All All

Hardware Furunosystems Acera 1210 - All All All

Operating System Furunosystems Acera 1210 Firmware All All All All

Hardware Furunosystems Acera 800st - All All All

Operating System Furunosystems Acera 800st Firmware All All All All

Hardware Furunosystems Acera 810 - All All All

Operating System Furunosystems Acera 810 Firmware All All All All

Hardware Furunosystems Acera 850f - All All All
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Hardware Furunosystems Acera 850f - All All All

Operating System Furunosystems Acera 850f Firmware All All All All

Hardware Furunosystems Acera 850m - All All All

Operating System Furunosystems Acera 850m Firmware All All All All

Hardware Furunosystems Acera 900 - All All All

Operating System Furunosystems Acera 900 Firmware All All All All

Hardware Furunosystems Acera 950 - All All All

Operating System Furunosystems Acera 950 Firmware All All All All

References

Reference Source

JVNVU#94497038: Multiple vulnerabilities in multiple FURUNO SYSTEMS wireless LAN access point devices in ST(Standalone) mode MISC

【重要】無線LANアクセスポイント「STモード」における複数の脆弱性と対処方法について | 業務用wifi(無線lan)のフルノシステムズ MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_850f_firmware
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_850m
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_850m_firmware
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_900
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_900_firmware
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_950
http://cve.report/vendor/furunosystems
http://cve.report/software/furunosystems/acera_950_firmware
https://jvn.jp/en/vu/JVNVU94497038/
https://www.furunosystems.co.jp/news/info/vulner20231002.html
https://www.cve.org/CVERecord?id=CVE-2023-39429
https://nvd.nist.gov/vuln/detail/CVE-2023-39429
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2023-39429
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


