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CVE CVE-2023-39441
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2023-08-23 16:15:00 UTC
Updated 2023-08-29 15:48:00 UTC

Description Apache Airflow SMTP Provider before 1.3.0, Apache Airflow IMAP Provider before 3.3.0, and Apache Airflow before 2.7.0 ¢
i

/ |

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apache Airflow All All All All
Application Apache Apache-airflow-providers-imap All All All All
Application Apache Apache-airflow-providers-smtp All All All All

References |
Reference

Allows to choose SSL context for SMTP provider by potiuk - Pull Request #33075 - apache/airflow - GitHub

Allows to choose SSL context for SMTP connection by potiuk - Pull Request #33070 - apache/airflow - GitHub
lists.apache.org/thread/xzp4wgjg2b106ylk2595df8bstlbo1lb

oss-security - CVE-2023-39441: Apache Airflow SMTP Provider, Apache Airflow IMAP Provider, Apache Airflow: SMTP/IMAP client componel
Allows to choose SSL context for IMAP provider by potiuk - Pull Request #33108 - apache/airflow - GitHub

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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