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Summary

CVE CVE-2023-3946

State PUBLIC

Assigner trellixpsirt@trellix.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-07-26 06:15:00 UTC

Updated 2023-08-03 17:18:00 UTC

Description A reflected cross-site scripting (XSS) vulnerability in ePO prior to 5.10 SP1 Update 1allows a remote unauthenticated attacker to potentially obtain access to an ePO administrator's session by convincing the authenticated ePO administrator to click on a carefully crafted link. This would lead to limited access to sensitive information and limited ability to alter some information in ePO.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Mcafee Epolicy Orchestrator All All All All

Application Mcafee Epolicy Orchestrator 5.10.0 - All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_1 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_10 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_11 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_11_hotfix_1 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_11_hotfix_2 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_12 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_13 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_14 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_15 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_2 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_3 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_4 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_5 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_6 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_7 All All
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Application Mcafee Epolicy Orchestrator 5.10.0 update_7 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_8 All All

Application Mcafee Epolicy Orchestrator 5.10.0 update_9 All All

References

Reference Source Link

Security Bulletin – On Prem ePO SP1 UP1 addresses CVE-2023-3946 And Multiple Third-Party Vulnerabilities MISC kcm.trellix.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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