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CVE CVE-2023-39511
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 18:15:00 UTC

Updated 2023-11-038 21:15:00 UTC

Description Cacti is an open source operational monitoring and fault management framework. Affected versions are subject to a Stored
1 I i

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Cacti Cacti All All All All
Operating System Fedoraproject Fedora 37 All All All
Operating System Fedoraproject Fedora 38 All All All

References |
Reference Source

Cross-Site Scripting vulnerability with Device Name when editing Graphs whilst managing Reports - Advisory - Cacti/cacti - GitHub ~ MISC

[SECURITY] Fedora 37 Update: cacti-1.2.25-1.fc37 - package-announce - Fedora Mailing-Lists MISC
[SECURITY] Fedora 38 Update: cacti-spine-1.2.25-1.fc38 - package-announce - Fedora Mailing-Lists MISC
[SECURITY] Fedora 39 Update: cacti-spine-1.2.25-1.fc39 - package-announce - Fedora Mailing-Lists MISC
CVE Program record CVE.OR!
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.
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150720 Cacti Prior to 1.2.25 Multiple Security Vulnerabilities
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284617 Fedora Security Update for cacti (FEDORA-2023-06a2a6e03c)

284618 Fedora Security Update for cacti (FEDORA-2023-6335ea9c0c)

285223 Fedora Security Update for cacti (FEDORA-2023-248dff7cbe)

505987 Alpine Linux Security Update for cacti

510697 Alpine Linux Security Update for cacti
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