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Summary

CVE CVE-2023-39532

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-08 17:15:00 UTC

Updated 2023-08-15 17:55:00 UTC

Description SES is a JavaScript environment that allows safe execution of arbitrary programs in Compartments. In version 0.18.0 prior to 0.18.7, 0.17.0 prior to 0.17.1, 0.16.0 prior to 0.16.1, 0.15.0 prior to 0.15.24, 0.14.0 prior to 0.14.5, an 0.13.0 prior to 0.13.5, there is a hole in the confinement of guest applications under SES that may manifest as either the ability to exfiltrate information or execute arbitrary code depending on the configuration and implementation of the surrounding host. 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Agoric Ses All All All All

Application Agoric Ses 0.16.0 All All All

Application Agoric Ses 0.17.0 All All All

References

Reference Source

Dynamic import and spread operator provide possible path to arbitrary exfiltration and execution · Advisory · endojs/endo · GitHub MISC

fix(fix): Censor spread import · endojs/endo@fc90c64 · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

994788 NodeJs (Npm) Security Update for ses (GHSA-9c4h-3f7h-322r)
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