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CVE CVE-2023-39533
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-08 19:15:00 UTC
Updated 2023-10-31 19:08:00 UTC
Description go-libp2p is the Go implementation of the libp2p Networking Stack. Prior to versions 0.27.8, 0.28.2, and 0.29.1 malicious pe
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Risk And Classification

Problem Types: CWE-770

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Golang Go All All All All
Application Libp2p Go-libp2p All All All All
Application Libp2p Go-libp2p 0.29.0 All All All
Application Quic Project Quic All All All All

References
Reference Source
core/crypto: restrict RSA keys to <= 8192 bits (#2454) - libp2p/go-libp2p@0cce607 - GitHub MISC
core/crypto: restrict RSA keys to <= 8192 bits by MarcoPolo - Pull Request #2454 - libp2p/go-libp2p - GitHub MISC

update gtls to restrict RSA keys in certificates to <= 8192 bits by marten-seemann - Pull Request #4012 - quic-go/quic-go - GitHub ~ MISC

crypto/tls: verifying certificate chains containing large RSA keys is slow [CVE-2023-29409] - Issue #61460 - golang/go - GitHub MISC
libp2p nodes vulnerable to attack using large RSA keys - Advisory - libp2p/go-libp2p - GitHub MISC
core/crypto: restrict RSA keys to <= 8192 bits (#2454) - libp2p/go-libp2p@445be52 - GitHub MISC
crypto/tls: restrict RSA keys in certificates to <= 8192 bits - golang/go@2350afd - GitHub MISC
core/crypto: restrict RSA keys to <= 8192 bits (#2454) - libp2p/go-libp2p@e30fcf7 - GitHub MISC
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

907821 Common Base Linux Mariner (CBL-Mariner) Security Update for golang (27872-2)

994783 GO (Go) Security Update for github.com/libp2p/go-libp2p (GHSA-876p-8259-xjgg)
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