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CVE CVE-2023-3971
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-04 15:15:00 UTC
Updated 2023-11-07 04:20:00 UTC
Description An HTML injection flaw was found in Controller in the user interface settings. This flaw allows an attacker to capture creden
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Redhat Ansible Automation Controller All All All All
Application Redhat Ansible Automation Controller 4.4 All All All
Application Redhat Ansible Automation Platform 2.3 All All All
Application Redhat Ansible Automation Platform 2.4 All All All
Application Redhat Ansible Developer 1.0 All All All
Application Redhat Ansible Inside 1.1 All All All

Operating System Redhat Enterprise Linux 8.0 All All All

Operating System Redhat Enterprise Linux 9.0 All All All
Reference Source Link Tags
cve-details MISC access.redhat.com

Red Hat MISC access.redhat.com

2226965 — (CVE-2023-3971) CVE-2023-3971 Controller: Html injection in custom login info  MISC bugzilla.redhat.com

Red Hat MISC access.redhat.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, al
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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