
CVE-2023-39916
MITRE  NVD  CVE.ORG  JSON API  Print: PDF 

Summary

CVE CVE-2023-39916

State PUBLIC

Assigner sep@nlnetlabs.nl

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-13 15:15:00 UTC

Updated 2023-09-19 04:05:00 UTC

Description NLnet Labs’ Routinator 0.9.0 up to and including 0.12.1 contains a possible path traversal vulnerability in the optional, off-by-default keep-rrdp-responses feature that allows users to store the content of responses received for RRDP requests. The location of these stored responses is constructed from the URL of the request. Due to insufficient sanitation of the URL, it is possible for an attacker to craft a URL that results in the response being stored outside of the directory specified for it.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nlnetlabs Routinator All All All All

References

Reference Source Link Tags

nlnetlabs.nl/downloads/routinator/CVE-2023-39916.txt MISC nlnetlabs.nl

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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691301 Free Berkeley Software Distribution (FreeBSD) Security Update for routinator (11982747-544c-11ee-ac3e-a04a5edf46d9)

691307 Free Berkeley Software Distribution (FreeBSD) Security Update for routinator (ea9d1fd2-5d24-11ee-8507-b42e991fc52e)
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