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CVE CVE-2023-39956
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-09-06 21:15:00 UTC
Updated 2023-09-12 12:32:00 UTC
Description Electron is a framework which lets you write cross-platform desktop applications using JavaScript, HTML and CSS. Electrol
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Electronjs Electron All All All All
Application Electronjs Electron 26.0.0 alphat All All
Application Electronjs Electron 26.0.0 alpha2 All All
Application Electronjs Electron 26.0.0 alpha3 All All
Application Electronjs Electron 26.0.0 alpha4 All All
Application Electronjs Electron 26.0.0 alphabs All All
Application Electronjs Electron 26.0.0 alpha6 All All
Application Electronjs Electron 26.0.0 alpha7 All All
Application Electronjs Electron 26.0.0 alpha8 All All
Application Electronjs Electron 26.0.0 betal All All
Application Electronjs Electron 26.0.0 beta10 All All
Application Electronjs Electron 26.0.0 betal1 All All
Application Electronjs Electron 26.0.0 beta12 All All
Application Electronjs Electron 26.0.0 beta2 All All
Application Electronjs Electron 26.0.0 beta3 All All
Application Electronjs Electron 26.0.0 betad All All
Application Electronjs Electron 26.0.0 betab All All
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Application Electronjs Electron 26.0.0 betab All All

Application Electronjs Electron 26.0.0 beta7 All All

Application Electronjs Electron 26.0.0 beta8 All All

Application Electronjs Electron 26.0.0 beta9 All All

Reference Source Link Tags
Out-of-package code execution when launched with arbitrary cwd - Advisory - electron/electron - GitHub ~ MISC github.com

CVE Program record CVE.ORG www.cve.org canoni
NVD vulnerability detail NVD nvd.nist.gov  canoni
a

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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