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Summary

CVE CVE-2023-39957

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-10 16:15:00 UTC

Updated 2023-08-16 19:57:00 UTC

Description Nextcloud Talk Android allows users to place video and audio calls through Nextcloud on Android. Prior to version 17.0.0, an unprotected intend allowed malicious third party apps to trick the Talk Android app into writing files outside of its intended cache directory. Nextcloud Talk Android version 17.0.0 has a patch for this issue. No known workarounds are available.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextcloud Talk All All All All

Application Nextcloud Talk 17.0.0 rc1 All All

Application Nextcloud Talk 17.0.0 rc2 All All

Application Nextcloud Talk 17.0.0 rc3 All All

References

Reference Source

Just a moment... MISC

Path traversal allows tricking the Talk Android app into writing files into it's root directory · Advisory · nextcloud/security-advisories · GitHub MISC

File util fixes by mahibi · Pull Request #3064 · nextcloud/talk-android · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

630945 Nextcloud Talk For Android Path Traversal Vulnerability
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