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Summary

CVE CVE-2023-39965

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-10 18:15:00 UTC

Updated 2023-09-08 16:56:00 UTC

Description 1Panel is an open source Linux server operation and maintenance management panel. In version 1.4.3, authenticated attackers can download arbitrary files through the API interface. This code has unauthorized access. Attackers can freely download the file content on the target system. This may cause a large amount of information leakage. Version 1.5.0 has a patch for this issue.

Risk And Classification

Problem Types: CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application 1panel 1panel 1.4.3 All All All

Application Fit2cloud 1panel 1.4.3 All All All

References

Reference Source Link Tags

1Panel Unauthorized access in Backend · Advisory · 1Panel-dev/1Panel · GitHub MISC github.com

Release v1.5.0 · 1Panel-dev/1Panel · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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994810 GO (Go) Security Update for github.com/1Panel-dev/1Panel (GHSA-85cf-gj29-f555)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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