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CVE CVE-2023-40014
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-10 20:15:00 UTC
Updated 2023-08-23 13:48:00 UTC
Description OpenZeppelin Contracts is a library for secure smart contract development. Starting in version 4.0.0 and prior to version 4.¢
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Risk And Classification

Problem Types: CWE-116

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Openzeppelin Openzeppelin Contracts All All All All
Application Openzeppelin Openzeppelin Contracts-upgradable All All All All
Reference

Adjust ERC2771Context._msgData for msg.data.length < 20 (#4484) - OpenZeppelin/openzeppelin-contracts@e4435ee - GitHub

Release v4.9.3 - OpenZeppelin/openzeppelin-contracts - GitHub

Adjust ERC2771Context._msgData for msg.data.length < 20 by frangio - Pull Request #4484 - OpenZeppelin/openzeppelin-contracts - GitHub
Adjust ERC2771Context._msgData for msg.data.length < 20 (#4484) - OpenZeppelin/openzeppelin-contracts@9445f96 - GitHub

Make ERC2771Context return original sender address if ‘msg.data.length <= 20" by ernestognw - Pull Request #4481 - OpenZeppelin/openze
ERC2771Context with custom forwarder may lead to zero-valued _msgSender - Advisory - OpenZeppelin/openzeppelin-contracts - GitHub
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.
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994834 Nodeds (Npm) Security Update for @openzeppelin/contracts (GHSA-g4vp-m682-qgmp)
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