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Summary

CVE CVE-2023-40023

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-14 20:15:00 UTC

Updated 2023-08-21 18:10:00 UTC

Description yaklang is a programming language designed for cybersecurity. The Yak Engine has been found to contain a local file inclusion (LFI) vulnerability. This vulnerability allows attackers to include files from the server's local file system through the web application. When exploited, this can lead to the unintended exposure of sensitive data, potential remote code execution, or other security breaches. Users utilizing versions of the Yak Engine prior to 1.2.4-sp1 are impacted. This vulnerability has been patched in version 1.2.4-sp1. Users are advised to upgrade. users unable to upgrade may avoid exposing vulnerable versions to untrusted input and to closely monitor any unexpected server behavior until they can upgrade.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yaklang Yaklang 1.2.0 sp6 All All

Application Yaklang Yaklang 1.2.0 sp7 All All

Application Yaklang Yaklang 1.2.0 sp8 All All

Application Yaklang Yaklang 1.2.1 - All All

Application Yaklang Yaklang 1.2.1 sp1 All All

Application Yaklang Yaklang 1.2.1 sp2 All All

Application Yaklang Yaklang 1.2.1 sp3 All All

Application Yaklang Yaklang 1.2.1 sp4 All All

Application Yaklang Yaklang 1.2.1 sp5 All All

Application Yaklang Yaklang 1.2.1 sp6 All All

Application Yaklang Yaklang 1.2.1 sp7 All All

Application Yaklang Yaklang 1.2.1 sp8 All All

Application Yaklang Yaklang 1.2.1 sp9 All All

Application Yaklang Yaklang 1.2.2 - All All

Application Yaklang Yaklang 1.2.2 sp1 All All

Application Yaklang Yaklang 1.2.2 sp2 All All

Application Yaklang Yaklang 1.2.2 sp3 All All
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Application Yaklang Yaklang 1.2.2 sp3 All All

Application Yaklang Yaklang 1.2.2 sp4 All All

Application Yaklang Yaklang 1.2.2 sp5 All All

Application Yaklang Yaklang 1.2.2 sp6 All All

Application Yaklang Yaklang 1.2.2 sp7 All All

Application Yaklang Yaklang 1.2.3 - All All

Application Yaklang Yaklang 1.2.3 sp1 All All

Application Yaklang Yaklang 1.2.3 sp2 All All

Application Yaklang Yaklang 1.2.3 sp3 All All

Application Yaklang Yaklang 1.2.4 - All All

References

Reference Source Link

add limit for general file-fuzztag by VillanCh · Pull Request #295 · yaklang/yaklang · GitHub MISC github.com

Yaklang Plugin's Fuzztag Component Allows Unauthorized Local File Reading · Advisory · yaklang/yaklang · GitHub MISC github.com

disable default file fuzztag in fuzz.Pool by VillanCh · Pull Request #296 · yaklang/yaklang · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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994859 GO (Go) Security Update for github.com/yaklang/yaklang (GHSA-xvhg-w6qc-m3qq)
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