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Summary

CVE CVE-2023-40175

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-18 22:15:00 UTC

Updated 2023-08-24 18:48:00 UTC

Description Puma is a Ruby/Rack web server built for parallelism. Prior to versions 6.3.1 and 5.6.7, puma exhibited incorrect behavior when parsing chunked transfer encoding bodies and zero-length Content-Length headers in a way that allowed HTTP request smuggling. Severity of this issue is highly dependent on the nature of the web site using puma is. This could be caused by either incorrect parsing of trailing fields in chunked transfer encoding bodies or by parsing of blank/zero-length Content-Length headers. Both issues have been addressed and this vulnerability has been fixed in versions 6.3.1 and 5.6.7. Users are advised to upgrade. There are no known workarounds for this vulnerability.

Risk And Classification

Problem Types: CWE-444

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Puma Puma All All All All

References

Reference Source

Merge pull request from GHSA-68xg-gqqm-vgj8 · puma/puma@690155e · GitHub MISC

Inconsistent Interpretation of HTTP Requests ('HTTP Request/Response Smuggling') in puma · Advisory · puma/puma · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199788 Ubuntu Security Notification for Puma Vulnerability (USN-6399-1)

200174 Ubuntu Security Notification for Puma Vulnerabilities (USN-6682-1)

242923 Red Hat Update for Satellite 6.14.2 (RHSA-2024:0797)

755031 SUSE Enterprise Linux Security Update for rubygem-puma (SUSE-SU-2023:3957-1)
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