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CVE CVE-2023-40180
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-16 19:15:00 UTC
Updated 2023-10-23 14:21:00 UTC
Description silverstripe-graphql is a package which serves Silverstripe data in GraphQL representations. An attacker could use a recurs

/ ]
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Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Silverstripe Graphql All All All All

References

Reference Sot
Recursive or complex queries | Silverstripe CMS Documentation MIE
CVE-2023-40180 - DDOS Vulnerability on GraphQL due to lack of protection against recursive queries » Silverstripe CMS MIE

DDOS Vulnerability on GraphQL due to lack of protection against recursive queries - Advisory - silverstripe/silverstripe-graphgl - GitHub ~ MIE

[CVE-2023-40180] Add protection against recursive queries (#558) - silverstripe/silverstripe-graphql@f6d5976 - GitHub MIE
GitHub - silverstripe/silverstripe-graphgl at 3.8 MIE
CVE Program record CVI
NVD vulnerability detail NVI

/ |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995586 PHP (Composer) Security Update for silverstripe/graphgl (GHSA-v23w-pppm-jh66)
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