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Summary

CVE CVE-2023-40184

State PUBLIC

Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-30 18:15:00 UTC

Updated 2023-09-15 22:15:00 UTC

Description xrdp is an open source remote desktop protocol (RDP) server. In versions prior to 0.9.23 improper handling of session establishment errors allows bypassing OS-level session restrictions. The `auth_start_session` function can return non-zero (1) value on, e.g., PAM error which may result in in session restrictions such as max concurrent sessions per user by PAM (ex ./etc/security/limits.conf) to be bypassed. Users (administrators) don't use restrictions by PAM are not affected. This issue has been addressed in release version 0.9.23. Users are advised to upgrade. There are no known workarounds for this issue.

Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Neutrinolabs Xrdp All All All All

References

Reference Source

github.com/neutrinolabs/xrdp/blame/9bbb2ec68f390504c32f2062847aa3d821a00... MISC

Merge pull request from GHSA-f489-557v-47jq · neutrinolabs/xrdp@a111a0f · GitHub MISC

[SECURITY] Fedora 38 Update: xrdp-0.9.23-1.fc38 - package-announce - Fedora Mailing-Lists MISC

[SECURITY] Fedora 37 Update: xrdp-0.9.23-1.fc37 - package-announce - Fedora Mailing-Lists MISC

Improper handling of session establishment errors allows bypassing OS-level session restrictions · Advisory · neutrinolabs/xrdp · GitHub MISC

[SECURITY] Fedora 39 Update: xrdp-0.9.23-1.fc39 - package-announce - Fedora Mailing-Lists MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199917 Ubuntu Security Notification for xrdp Vulnerabilities (USN-6474-1)

https://cve.report/
https://cve.report/CVE-2023-40184/mitre
https://cve.report/CVE-2023-40184/nist
https://cve.report/CVE-2023-40184/cve_org
https://cve.report/api/cve/CVE-2023-40184.json
https://cve.report/CVE-2023-40184.pdf
http://cve.report/vendor/neutrinolabs
http://cve.report/software/neutrinolabs/xrdp
https://github.com/neutrinolabs/xrdp/blame/9bbb2ec68f390504c32f2062847aa3d821a0089a/sesman/sesexec/session.c#L571C5-L571C19
https://github.com/neutrinolabs/xrdp/commit/a111a0fdfe2421ef600e40708b5f0168594cfb23
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/U5IXMQODV3OIJ7DRQBUQV7PUKNT7SH36/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SOT237TIHTHPX5YNIWLVNINOEYC7WMG2/
https://github.com/neutrinolabs/xrdp/security/advisories/GHSA-f489-557v-47jq
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/URO3FKTFBPNKFARAQBEJLI4MH6YS35P5/
https://www.cve.org/CVERecord?id=CVE-2023-40184
https://nvd.nist.gov/vuln/detail/CVE-2023-40184
http://cve.report/qid/199917


© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report

285273 Fedora Security Update for xrdp (FEDORA-2023-5134642a68)

506279 Alpine Linux Security Update for xrdp

691309 Free Berkeley Software Distribution (FreeBSD) Security Update for xrdp (c9ff1150-5d63-11ee-bbae-1c61b4739ac9)

754908 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:3735-1)

754960 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:3830-1)
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