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CVE CVE-2023-40184
State PUBLIC
Assigner security-advisories@github.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-08-30 18:15:00 UTC
Updated 2023-09-15 22:15:00 UTC
Description xrdp is an open source remote desktop protocol (RDP) server. In versions prior to 0.9.23 improper handling of session esta
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Risk And Classification

Problem Types: CWE-755

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Neutrinolabs Xrdp All All All All

Reference So
github.com/neutrinolabs/xrdp/blame/9bbb2ec68f390504c32f2062847aa3d821a00... MI:
Merge pull request from GHSA-f489-557v-47jq - neutrinolabs/xrdp@ai11a0f - GitHub MI:
[SECURITY] Fedora 38 Update: xrdp-0.9.23-1.fc38 - package-announce - Fedora Mailing-Lists MI:
[SECURITY] Fedora 37 Update: xrdp-0.9.23-1.fc37 - package-announce - Fedora Mailing-Lists MI:

Improper handling of session establishment errors allows bypassing OS-level session restrictions - Advisory - neutrinolabs/xrdp - GitHub Ml

[SECURITY] Fedora 39 Update: xrdp-0.9.23-1.fc39 - package-announce - Fedora Mailing-Lists MI:
CVE Program record CVv
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

199917 Ubuntu Security Notification for xrdp Vulnerabilities (USN-6474-1)
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https://cve.report/CVE-2023-40184/cve_org
https://cve.report/api/cve/CVE-2023-40184.json
https://cve.report/CVE-2023-40184.pdf
http://cve.report/vendor/neutrinolabs
http://cve.report/software/neutrinolabs/xrdp
https://github.com/neutrinolabs/xrdp/blame/9bbb2ec68f390504c32f2062847aa3d821a0089a/sesman/sesexec/session.c#L571C5-L571C19
https://github.com/neutrinolabs/xrdp/commit/a111a0fdfe2421ef600e40708b5f0168594cfb23
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/U5IXMQODV3OIJ7DRQBUQV7PUKNT7SH36/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SOT237TIHTHPX5YNIWLVNINOEYC7WMG2/
https://github.com/neutrinolabs/xrdp/security/advisories/GHSA-f489-557v-47jq
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/URO3FKTFBPNKFARAQBEJLI4MH6YS35P5/
https://www.cve.org/CVERecord?id=CVE-2023-40184
https://nvd.nist.gov/vuln/detail/CVE-2023-40184
http://cve.report/qid/199917

285273 Fedora Security Update for xrdp (FEDORA-2023-5134642a68)

506279 Alpine Linux Security Update for xrdp

691309 Free Berkeley Software Distribution (FreeBSD) Security Update for xrdp (c9ff1150-5d63-11ee-bbae-1c61b4739ac9)
754908 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:3735-1)

754960 SUSE Enterprise Linux Security Update for xrdp (SUSE-SU-2023:3830-1)
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